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Executive Summary

The Dodd-Frank Act of 2010 poses the largest comprehensive information governance (IG) challenge to corpo-
rations since the Sarbanes-Oxley Act of 2002 (SOX). As new Dodd-Frank mandated rules are adopted financial 
institutions and public corporations alike will face a confusing array of new rules and regulatory requirements.  

SOX mandated financial and security controls, oversight and responsibility in reaction to corporate fraud. Dodd-
Frank’s goal is overall market transparency, risk management and data accessibility. Why is this important? 
Achieving this goal requires organizations of all kinds to reassess their IG capabilities from the board room to 
the basement and everywhere in between.

Specifically, Dodd-Frank poses a number of IT challenges for which organizations may not be fully prepared:

Defining your company’s role in the derivatives market to determine what new retention and reporting rules 
apply.
Identifying systems, employees, communications and records related to derivative transactions and executive 
compensation for retention, monitoring and retrieval.
Managing exponential data-growth across a dizzying array of sources including voice, instant messaging, so-
cial media, mobile devices and cloud services.
Increasing expectations of mature eDiscovery capabilities in matters that touch on executives and market par-
ticipation.
Dramatically raising incentives and protections for corporate whistleblowers. 

 
This eDJ Research Report provides:

An overview of the Dodd-Frank Act, regulatory changes and how they apply to non-financial corporations
An analysis of how the majority of US organizations, financial and nonfinancial, will be impacted.
A summary of key regulations requiring increased and optimized information governance processes and 
technology.
Pragmatic recommendations for technology investments and policy/procedure initiatives.

 
Top 3 eDJ recommendations:

Upgrade derivative transaction records and communications for compliance with identification, preservation 
and retrieval requirements; after all, you likely already have an eDiscovery infrastructure in place.
Capture synergies with existing infrastructure for eDiscovery and leverage new transparency mandates to 
create business intelligence infrastructure across systems.
Prepare your company for exploding data volumes and diversity through policy, controls and retention sys-
tems or suffer the consequences with sanctions and spiraling Litigation costs.
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Introduction to Dodd-Frank

The Dodd–Frank Wall Street Reform and Consumer Protection Act (“Dodd-Frank”, or, “the Act”) was passed on 
July 21, 2010 in response to the economic downturn that began in 2008.  It increased the reach and type of regula-
tion over the operations of US financial entities and most other US publically traded corporations.  The Securities 
and Exchange Commission (SEC) describes the Act as “a framework that will support an entirely new regulatory 
regime”1. Dodd-Frank creates the most sweeping regulatory changes to the modern American financial system 
since the Sarbanes-Oxley act of 2002 and the market overhaul in response to the Great Depression of the 20s and 
30s. 

Many corporations assumed or hoped that the legislation would affect only certain activities of investment banks 
and organizations participating in consumer credit products.  A closer inspection reveals that Dodd-Frank-man-
aged agencies and mandated rules are not only aimed at overseeing systematic risk at financial entities, but im-
portant sections of the Act regulate activities common to almost all other US public corporations as well as many 
private firms. This extends the authority of the SEC, Commodity Futures Trading Commission (CFTC) and other 
new agencies over many new public and private companies.

1 http://www.sec.gov/spotlight/dodd-frank.shtml



Page 4

The Act has initiated retention and reporting requirements for Over-The-Counter (OTC) swap/derivative trades 
that were heretofore unregulated in the US.  Financial entities that engage in significant swap activity, either as 
Swap Dealers (SD) or Major Swap Participants (MSP), are seeking expert guidance from legal and technology pro-
fessionals as well as creating internal project teams to comply with the new, far reaching regulations.

Whereas many financial entities started girding themselves early on for regulation of their swaps/derivatives activ-
ity, other public corporations that trade swaps as a hedge against various kinds of business-related risk are feeling 
somewhat blind-sided.  Studies indicate that over 90% of corporations use derivatives to manage business and 
macroeconomic risks2. More importantly, a recent study of the filings from 87 oil and gas companies determined 
that over 62% of trades did not meet the requirements for hedge accounting3. As a result, these trades were judged 
to be structured to produce profit rather than simply manage risk and be physically settled. Extrapolating from 
these statistics, it is readily apparent that a large portion of corporations may find themselves treated as Swap Deal-
ers or Major Swap Participants when regulators and the courts begin enforcement. Until then, their OTC hedging 
is subject to the new record keeping and reporting requirements.

Dodd-Frank Significantly Impacts IT 

The new rules that pose the largest IT burden clearly target companies regulated by the SEC or the CFTC engaged 
in speculative derivative trading, the same types of trades at the root of the recent financial crisis.  However, the 
overall theme of systematic risk mitigation across the U.S. economy reaches far beyond broker/dealers and banks.  
The enhanced retention and reporting rules for non-banking financial market participants (End-users) will re-
quire mature financial and data management systems to identify, classify, retain, search, retrieve, analyze and 
expire a wide range of content from the board room on down.

Non-financial companies using derivatives for risk management can apply for the “End-user Exception” to avoid 
real-time reporting and traditional broker-dealer supervision requirements. They will still have to make minimum 
yearly End-user reports, retain “full, complete, and systematic records, together with all pertinent data and mem-
oranda” of each transaction for five years following the swap’s final termination and be prepared to comply with 
regulatory agency requests regarding swap activity.  The CFTC does not define a record, per se, but the End-user 
must be able to reconstruct any derivative transaction and retrieve related communications and documents. Cor-
porate audit, risk and compliance units will require enhanced search, analysis and monitoring of financial, com-
munication and other record systems.

Areas such as executive compensation, investor relationships/communications, credit reporting and risk analysis 
that were previously not regulated or loosely regulated now require detailed record keeping and reporting. These 
new recording and reporting practices will demand human and technological processes with increased active stor-
age capacity, sophisticated analytics, federated search, robust reporting capabilities as well as the facility to handle 
new data types such as voice and social networking content.  Without such capabilities, compliance will be nearly 
impossible, and certainly a manual, expensive task.

2  www.isda.org/researchnotes/pdf/ISDA-Research-Notes2.pdf
3  http://insight.kellogg.northwestern.edu/article/more_than_risk_management
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new consumer protection rules and whistle blower incentives. Corporations should evaluate data sources for data 
loss impact and consider encryption, end point protection, record-less messaging and other data loss prevention 
systems to manage the increased risks.

Content Management

Content Classification – The sheer scale and diversity of enterprise data has rendered manual classification strat-
egies increasingly obsolete. Early rule-based classification engines such as Message Gate and Orchestria tried to 
penetrate the archiving market for over 10 years with little success. Customers struggled to create and maintain 
relevant, effective category rules over dynamic data streams. Technology Assisted Review (TAR), predictive or 
transparent coding, discovery systems give these classification technologies a viable machine learning process for 
creating, maintaining and measuring classification rules. That puts them back on the IT radar as a component of 
new content management processes.

Enterprise Archives – Enterprise archives have grown well beyond email capture. They now have connectors into 
social media, instant messaging, voice and many other sources essential to dynamic business processes.  Com-
munication platforms are not designed for compliance-level storage and retrieval of terabytes of information for 
five or more years. Cloud-based compliance archives have lowered the implementation and infrastructure cost, 
making them a viable retention option for large and small enterprises. 

Retention Management – The knee-jerk adoption of email journaling and archives following the 2006 Federal Rules 
of Civil Procedure has resulted in the creation of corporate digital landfills in archives, file shares and tape librar-
ies. The lesson from this “keep it all” trend is to have a plan for defensible deletion before you start to hoard data. 
Every data source should be evaluated for business relevance and default retention category. The key to enabling 
defensible deletion is a solid Legal Hold and classification process to meet regulatory and legal obligations.

Content Accessibility

Search – After classification and retention of the right data, company’s need the ability to find and retrieve it. 
Search tends to a siloed technology with distinct fields, syntax and export formats across communications, docu-
ments and financial databases. Federated enterprise search systems map these diverse elements for single search 
functionality. Search and retrieval is a critical requirement for internal, regulatory and discovery requests on your 
new systems.  Scenario-based acceptance testing should be conducted to document the accuracy and performance 
capabilities. It is important to understand the volume and retrieval criteria associated with your average transac-
tion across related data systems before receiving a request to meet new five day retrieval deadlines.

Analytics – Search can only retrieve what users know to ask for. Modern indexes support data profiling, content 
clustering, chronological analysis, social networking and more. Enterprise-wide analytics can come with a rela-
tively high investment in software and infrastructure, which is why many companies apply them selectively to 
support monitoring and investigations on targeted data collections. A cross-functional working group should 
define usage scenarios to evaluate the effectiveness of potential analytic investments and their compatibility with 
the different data sources. 

eDiscovery and Investigations

Preservation – Dodd-Frank recognizes that regulatory requests and corporate disclosures frequently result in 
Shareholder or other litigation. Corporations should evaluate the potential changes to their litigation profile and 
consider integration of legal hold notification and preservation functionality into their business processes and 
systems. The implementation of retention expiry is essential to control explosive data growth, but counsel must be 
able to identify and preserve relevant trade communications or documents against systematic deletion.
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Collection – Just as the 2006 Federal Rules of Civil Procedure accelerated the discovery timeline, Dodd-Frank 
raises the expectation that corporations can access, reconstruct and retrieve all data around specific transactions 
as well as the decisions that led to them. The overwhelming adoption of Bring Your Own Device (BYOD) policies 
puts personal mobile devices clearly in the sights of regulators and plaintiffs. The preservation and collection of 
smartphones can impact custodians and introduces many new privacy complications. Mobile device content can 
dramatically increase processing and review costs when it is added to collections without a mature process.

Review – Just as the legal community is beginning to adopt predictive coding, Dodd-Frank introduces a vast array 
of new data sources and formats into shareholder actions and financial matters. The clustering and analytic tech-
nologies that enable technology assisted review are generally optimized for office files and email. Corporations 
should build a data map of their systems and sources to evaluate potential review technology investments against 
data sources, such as voice, swap records and social media, that have come under the Dodd-Frank umbrella for 
higher scrutiny. Predictive coding functionality may well still demonstrate a solid return on investment, but the 
impact of the potential changing composition of collections should be taken into consideration against any addi-
tional license fees for these new technologies.
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The eDJ Dodd-Frank Perspective

Dodd-Frank certainly represents a challenge for information professionals; one that they can meet by partic-
ipating in proactive cooperation between business units, IT, Compliance, Records and Legal; and by realizing 
that the technology to manage data on this higher scale can add value far beyond regulatory compliance. Dodd-
Frank was enacted to “reduce risk, increase transparency and promote market integrity within the financial sys-
tem”5.  The eDJ Group sees this as a mandate for market participants to invest in mature information governance 
systems to effectively manage their own, new information requirements.

Recommendations for next-steps include:

Bring Transaction Record Keeping Abilities In Line With Regulatory Requirements - The vast majority of pub-
lic companies trade some form of derivatives to manage risk and many trade speculatively. These companies 
must implement the retention systems and processes to meet financial recordkeeping requirements. Transac-
tions do not take place in a vacuum. The company must be able to identify, preserve and retrieve communi-
cations and records to reconstruct the entire context of trades.  If unable to do this, it will face sanctions and 
potentially adverse inferences that could be costly. 
Capture eDiscovery Synergies – Most public companies are investing in their eDiscovery infrastructure to 
manage the increasing risk and cost of litigation.  Put Dodd-Frank compliance requirements in lock-step 
with eDiscovery and other information governance plans.  Standardized, repeatable processes are essential 
to manage risk during investigations and litigation.  In many, if not most, cases, the eDiscovery infrastruc-
ture already in place may be enough to address Dodd-Frank challenges (or require only small, incremental 
upgrades).
Prepare Now For Data Diversity – A decade ago, financial services firms could simply journal email to meet 
compliance and eDiscovery obligations.  Today, corporations leverage mobile devices, instant messaging, so-
cial media and a plethora of other systems to deal with.  It is imperative to assess user behavior, usage policies 
and current systems in light of remote employees, Bring Your Own Device (BYOD), and social media gover-
nance.
Create Business Intelligence - The expanded information governance infrastructure to support Dodd-Frank 
compliance will benefit evolving eDiscovery requirements.  However, real-time monitoring of active enter-
prise content brings companies closer to the promised “Big Data” value.  Increased use of dashboards, reports 
and analytics across disparate platforms and business units will also enhance proactive protection against in 
appropriate or risky practices, build organizational metrics and contribute to overall business intelligence
Integrate Enterprise Systems - Having an infrastructure that can support broad Information Governance 
requirements will ultimately help in achieving economies of scale.
Automate Expiry - Defensible deletion will no longer be an optional exercise.  With the amount of data and 
elongated retention periods required by Dodd-Frank, organizations will finally have to get on board with 
reasoned, technology driven, compliant expiry processes.

5  http://www.cftc.gov/ucm/groups/public/@newsroom/documents/file/federalregister051812.pdf
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Dodd-Frank Terms

Central Clearing House: such as the Options Clearing Corporation (OCC), which is the world’s largest equity 
derivatives clearing organization, providing central counterparty (CCP) clearing and settlement services to 14 
exchanges and platforms for options, financial and commodity futures, security futures and securities lending 
transactions.

End-user: Section 2(h)(7)(A) of the Commodity Exchange Act (CEA) provides that the clearing requirement of 
Section 2(h)(1)(A) shall not apply to a swap if one of the counterparties to the swap: ‘‘(i) Is not a financial entity; 
(ii) is using swaps to hedge or mitigate commercial risk; and (iii) notifies the Commission, in a manner set forth by 
the Commission, how it generally meets its financial obligations associated with entering into non-cleared swaps’’ 
(referred to hereinafter as the ‘‘end-user exception’’).

Financial Entity: Includes banks, bank holding companies, Swap/Derivatives Dealers, Major Swap Participants, 
Insurance Companies, Investment Advisors, Private Investors, Accounting Firms, Hedge Funds, private funds, 
commodity pools, certain employee benefit plans and persons predominately engaged in the business of banking 
or in activities that are financial in nature, except depositary institutions with less than $10 billion in total assets.

FINRA:  FINRA is the largest independent regulator for all securities firms doing business in the United States. 
Our chief role is to protect investors by maintaining the fairness of the U.S. capital markets.

Legal Entity Identifier (LEI): A unique number that identifies an entity in the financial market. In effect, a “social 
security number” system for market participants that resolves who really is behind a transaction. The LEI helps 
fulfill a mandate from the Dodd-Frank Act to improve market integrity and transparency and is used in record-
keeping.

Major Swap Participant (MSP): Any entity that holds a significant position in swaps for any of the major swap cat-
egories, whose outstanding swaps create substantial counterparty exposure that could have serious adverse effects 
on the financial stability of the United States banking system or financial markets.  Or a highly leveraged financial 
entity that is not subject to regulatory capital requirements and that maintains a substantial position in outstand-
ing swaps in any major swap category.

Over-the-Counter Trade (OTC): Any derivative or security traded outside of a formal stock exchange.

Public Company: A company that has issued securities through an initial public offering (IPO) and is traded on at 
least one stock exchange or in the over the counter market. Although a small percentage of shares may be initially 
“floated” to the public, the act of becoming a public company allows the market to determine the value of the entire 
company through daily trading.

Sarbanes-Oxley (SOX): An act passed by U.S. Congress in 2002 to protect investors from the possibility of fraudu-
lent accounting activities by corporations.

Swap Dealer (SD): An entity such as a bank or investment bank that markets swaps and/or derivatives to end us-
ers. Swap dealers often hedge their swap positions in futures markets. Alternatively, an entity that declares itself a 
“Swap/Derivatives Dealer” on CFTC Form 40.
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About The eDJ Group

eDJ Group offers unbiased information and pragmatic advice, based on years of experience and proven industry best 
practices.  Whether researching a technology or service solution, conducting an eDiscovery Bootcamp or finding 
the right expertise to answer your specific questions, eDJ Group is the source for all eDiscovery professionals.

We are committed to helping eDiscovery professionals get the information necessary to excel in their professions, 
rather than offering legal advice or counsel.  We operate with the utmost integrity and commitment to our clients 
on these guiding principles:

Independence – All research, reports, advice and services are agnostic and conducted independently without 
influence by sponsors.
Highest Ethical standards – All content is honest perspective based on real experience and interactions with 
thousands of practitioners; detailing both successes and failures without favoritism.
Pragmatic, Experienced Expertise – All services are conducted by industry experts with decades of experience 
in eDiscovery and strictly vetted by the eDJ Group founders.

For further information about the eDJ Group and their research, please contact Barry Murphy (barry@edjgroupinc.
com) or Jason Velasco (jason@edjgroupinc.com).


