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About eDiscoveryJournal

eDiscoveryJournal offers unbiased information, pragmatic advice, and a unique perspective on
hot eDiscovery news, trends, and best practices. Whether it’s gaining insight on the news of the
day, researching the right technology or service solutions, or finding expertise to answer your

specific questions, eDiscoveryJournal is the web site that you want to visit every day.

About the Author

Greg Buckles is an independent eDiscovery consultant specializing in enterprise technology
and work flow solutions with over 20 years in discovery and consulting. His career spans law
enforcement, legal service provider, corporate legal, law firm and legal software development.
This deep and diverse background combines with exposure to the discovery challenges of For-

tune 500 clients to provide a unique industry perspective.

Disclaimer:

eDiscoveryJournal is not a law firm. All expressed opinions and content are provided for general educational purposes only and
are not specific legal advice, even if the author is a practicing attorney. Neither eDiscoveryJournal nor the information contained
herein should be used as a substitute for competent legal advice from a licensed professional attorney in your state.

eDiscoveryJournal believes reasonable efforts have been made to ensure the accuracy of all eDiscoveryJournal original content.
Content may include inaccuracies or typographical errors and may be changed or updated without notice. All eDiscoveryJournal
original content is provided “AS IS” and while we endeavor to keep the information up to date and correct, we make no represen-
tations or warranties of any kind, express or implied, about the fitness for a particular purpose, completeness, accuracy, reliabili-
ty, suitability, or availability with respect to the information, products, services, or related graphics for any specific purpose. Any

reliance you place on such information is therefore strictly at your own risk.

In no event will eDiscoveryJournal or any of its contributors be liable for any direct, indirect, punitive, incidental, special, or
consequential damages or damages for loss of profits, revenue, data, down time, or use, arising out of or in any way connected
with the use of the document or performance of any services, whether based on contract, tort, negligence, strict liability or other-

wise.
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Introduction

This research paper explores the process of creating and documenting a legal hold initiative on
an enterprise archive or content management system. Placement of defensible legal holds is es-
sential before expiring the vast quanties of non-record content that are pouring into your digital
landfill. This paper explores potential strategies, issues, best practices and documentation tem-
plates.

Defining the Pain

Many corporations rely on email and file system archives to preserve ESI. However, turning on
Exchange Journaling or proactive PST migrations are just the first steps. In order to actively ex-
pire non-records and delete Electronically Stored Information (ESI), the corporate legal depart-
ment needs confidence that any ESI potentially relevant to all their active matters has been
placed under legal hold. Without this assurance, the potentially intelligent corporate archive be-
comes merely an ever expanding storage repository, hindering expiration policies and raising the
risk and cost of legal compliance.

Storage

The volume of corporate email and related communications continues to grow year after year.
Corporations managed communication storage by forcing users to either delete emails or move
them to offline storage containers such as the Microsoft Personal Storage Table (PST) file. This
transferred the storage to relatively cheap, unstable local drives from expensive, redundant net-
work storage. This coping method also made consistent records designation and retention almost
impossible. It turned corporate citizens into communication hoarders as they struggled against
mailbox limits. Instead of reducing the overall volume of email and files, these policies actual
forced users to make multiple copies scattered across laptops, network shares and other offline
media. With overall ESI growing at 40+% per year according to some sources, it is easy to un-
derstand why many corporations are starting to re-evaluate their early infinite retention policies
adopted to mitigate the risk and complexity of actively expiring non-record ESI.

Discovery cost

The sheer cost for corporations to preserve, collect, process and review all this ESI has become
one of the strongest motivations to reassert control of their global information assets. The 2006
amendments to the Federal Rules of Civil Procedure recognized ESI as evidence and set forth
new legal requirements that raised the risk and cost of discovery. The highest priority discovery
obligation of most corporate counsel is the preservation of potential ESI in matters. The vast ma-
jority of published discovery sanctions have involved spoliation or failure to properly collect po-
tential evidence. Many corporations with high litigation profiles or regulatory requirements in-
vested in enterprise archives or other content management systems to enable global preservation
through Exchange Journaling or other automatic versioning mechanisms. This managed their
risk, but results in a digital landfill without a documented, defensible legal hold process.
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